Abstract-Security remains a major "pain" for both individuals and large organizations in today's modern world. Everything needs security, whether it is communication through telephonic media, or transfer of data files. The security or privacy can only be ensured by applying algorithms to the data defined under Cryptography. Encryption, a mechanism which changes the plaintext to a secured form defined as scrambled text(cipher). The scrambled text, then is received and decryption is done to analyze the plaintext. This involves various types such as: symmetric or asymmetric encryption. This paper brings in an improved and optimized version of 3DES algorithm. It also lists various advantages of the new algorithm over DES and Triple-DES algorithm. A brief in between DES, Triple-DES and the newly designed algorithm (Optimized DES Algorithm) is provided taking amount of complexity, user effort required, key size and number of rounds to perform successful conversion operations as base for comparison.
I. INTRODUCTION
The challenge for security of data has increased nowadays. The content needs to be more secure, private for safe communications. The challenge mostly came into picture because of the open world, where everything is online and can be accessed through one or the other mediums. The insiders of the organizations are required to be given more attention than outsiders. Because, the insiders easily know where the data is stored, and is easy to access as these are stored in plain text format locally.
Cryptography is the exercise of certain techniques and algorithms which needs to be applied for safe communication when third party other than the communicating parties known as adversaries is present. The various aspects such as authentication, confidentiality, data integration are the pillars of modern cryptography. Mainly, Cryptography s tates two techniques: "Symmetric Cryptography" and "Asymmetric Cryptography" [1] .
Fig. 1: Cryptography Algorithms
The symmetric cryptography requires the same/single key to be used for encryption/decryption. The source(sender) takes the key with an encryption technique to scramble the normal text. The destination uses that single key used by the source with a decryption algorithm to decrypt the text being scrambled by the source. The asymmetric cryptography requires two different keys for encryption/decryption: public key and private key. The message is encrypted by the source using the general public key whereas private key is used to decrypt the message by receiver. 
II. DAT A ENCRYPT ION ST ANDARD (DES)
The DES algorithm is an archetypal block cipher-taking the data input as a fixed length of plaintext and through applying various operations converts it into cipher text. It also involves a key to make transformation from original to scrambled text. So that, the process of changing back to normal form can only be done who knows about the key which was used in the process of encryption. The key in DES Algorithm consists of 64bits. But then, only 56bits are used in actual. The leftover 8bits are then used for checking parity, and are discarded. Hence, the used key length by the algorithm is 56bits [2] .
Fig. 4: DES Algorithm
This paper proposes new method to implement the DES Algorithm which is a way much secure than the DES Algorithm, but at the same time is faster than the 3DES. The proposed algorithm is termed as ODES algorithm (Optimized DES algorithm).
III. T RIPLE-DES ALGORIT HM
In simple words, Triple-DES refers to three times of DES algorithm. The DES algorithm was successful in its way but then the increasing computational power lead it to be headed by brute force attacks. 3DES has a way to increase the length of the key to 168bits i.e. 56*3bits. It takes three 56bit keys (K1, K2, K3). Then, encrypting by k1 further by K2 and the last by K3. The 3DES is available in two versions: a) two-key version b) three-key version. In two-key version of the algorithm, the same algorithm is being implemented but K1 is being used for the first and the last encryption. Many solutions have been mentioned regarding DES algorithm in the field of security and Cryptography. But for any block cipher algorithm, the most basic attack: Brute force. It is only possible because the length of key used in Single DES algorithm was only 56 bits removing 8 bits used for parity which was very small. Therefore, the possible number of keys to be determined was very easy. Then, after single DES algorithm the 3DES algorithm came into being. The Triple-DES used two 56bit keys as which provided the maximal security level is 112bit. And, with Meet-in-Middle attack the cipher could be divided into two separate halves which could be attacked easily by the intruder. The new ODES algorithm provides security as the encryption is done N times and only a main key used number of times which makes it difficult for the attacker or intruder to break or crack the algorithm.
V. T HE ODES ALGORIT HM

A. Key Generation Process
The new algorithm ODES provide more security as compared to the DES and 3DES Algorithm. As, the code makes the encryption process to happen more than 3 times, which was fixed in the previous algorithms. Likewise, in DES algorithm it was fixed that user needs to enter a fixed length plaintext and also the same for key. But, this algorithm brings it to be variable i.e. the key and plaintext can be of any size entered by the user. Another advantage of this ODES algorithm is that only key is used to perform the number of time the encryption process whereas in Triple-DES it was required to enter three different keys to make the encryption successful.
The process how it works is explained below:
In this algorithm, if the user enters a variable key length of a key which is less than 64bits, then by default the program code fills in number of 0's to make it equal to 64bits. Suppose taking an example, if the user enters only "A" in place of key, the ASCII value of "A" returns 65. The value of "A" when changed into binary is (01000001). The leftover values in the key are replaced with 0's to make it equivalent to 64bits. Now as thing algorithm encrypts data N times and also requires N different keys to perform the encryption.
B. Plaintext Encryption Process
In this plaintext encryption process, the plaintext can be o f variable length as stated earlier in the key generation process. In the encryption process user enters data and key of any size. And then making it equal to 64bits the encryption is being performed. Now, the key used in this plain text encryption uses a right circular process which then generates the new key [3] .
The newly developed key goes again through the encryption process of the ODES algorithm and it works on till N times. The encryption algorithm process shows how one process turns in as an input for the other process. Here, the value of N can be decided by the user and it is also sent in encrypted form so that it cannot be detected by the user. 
C. Decryption Process
In the decryption process, the same algorithm is used in reverse order. The ODES algorithm is designed in a way so when implemented, results in decryption of the cipher text to the plain text [4] . The right circular process is being performed while encryption whereas the left circular process is performed in the decryption process. If the resultant decrypted text is less than 8bits, then (*) is appended to complete the 8bits. The implementation of the newly designed ODES algorithm is done by designing a GUI interface wherein the user effort is required to perform the encryption and decryption successfully. The user needs to enter key and data of variable length. After entering the desired key and data, the "Encrypt Text" button needs to be pressed, which changes both the key and data into a specified form and performs various permutations, inverse permutations and S-Box operations [7] resulting in binary form of the cipher text. For decryption, the button "Decrypt Text" needs to be pressed which gives the output in the original form (plaintext). The operations performed on data are shown in the "Console" area. The snaps of the interface are represented below: There are many notable points which describe the main differences between the algorithms (DES, 3DES and ODES). The difference in between these algorithms is calculated based the key and data size used by the user as an input. The new algorithm (ODES) fills 0's in the place of the key and data left blank by the user which was not there in the DES and 3DES algorithms [6] . In addition, there is also some difference based on the decryption time in between these algorithms. This research of ODES algorithm will help in increasing the security of the data. The code applied to key and data provides more security as compared to DES and 3DES algorithm [5] . The interface so designed and used here is also very user friendly. The user need not take any pain just he needs to enter the key and data he wants to encrypt. Rest is all done by the code of the algorithm, and to get output he/she needs to press buttons and see the result in respective areas. Few of the properties of the algorithm are listed below:  User can enter variable size data which was not possible in case of DES and 3DES algorithm.  User can enter variable size key.  Complexity of this algorithm increases than the previous algorithms.
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